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The Value is in the Solution TM

• Information Security – Technologically fast 
paced arena.

• Research – Known /Unknown attacks, 
threats.

• Learn how attackers work, protect yourself 
and the community.

What’s all about Research?
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Avenues of Research

• Intrusion Detection Systems
• Honeypots / Honeynets
• Reverse Engineering Malicious code
• Exploit code analysis
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Honeynets / Honeypots

• Potentially a weak network / system 
deployed as a bait for hackers.

• Generally deployed on a protected and 
monitored base.

• Once compromised, data is collected to 
learn the tools, tactics, and motives of the
blackhat community.
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Open source Open source HoneypotsHoneypots

•• HoneydHoneyd is a small daemon that creates virtual hosts is a small daemon that creates virtual hosts 
on a network. The hosts can be configured to run on a network. The hosts can be configured to run 
simulated TCP services or proxy the service to simulated TCP services or proxy the service to 
another machine. The TCP/IP personality (OS another machine. The TCP/IP personality (OS 
Fingerprints) can be adapted so that they appear to Fingerprints) can be adapted so that they appear to 
be running certain versions of operating systems. be running certain versions of operating systems. 

•• ArpdArpd enables a single host to claim all unassigned enables a single host to claim all unassigned 
addresses on a LAN by answering any ARP request addresses on a LAN by answering any ARP request 
for an IP address with the MAC address of the for an IP address with the MAC address of the 
machine runningmachine running arpdarpd..

Enter – “honeyd”
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Honeyd - Components
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honeyd.conf
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arpd script
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honeyd script
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nmap.prints
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You can try this at home..!!!
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• Perl program simulating an IIS server

– Responds to any HTTP request with a valid IIS header
– Purpose : To detect even the Code Blue worm which attacks only 

IIS servers
– Demonstrates the speed at which these worms attack servers on the 

internet
– Logs the attack patterns/signatures of the attack
– Gather any further attack patterns not know

• Easiest honeypot (home-made ;))
nc –l –n –vv –p 80 (watch the worms attack in real-time)

Honeypot for Unicode worms


